Protect Your PC and Yourself!
Three Simple Steps To PC Security

Fall 2006
\/Windows Passwords \/Windows Updates
Strong locks and burkar alarms help leep intuders out of Windows Upddes adiress knavn issues and help
your home Strong computer passwds help leep intuders protect against known security threas. Wndows
out of your computer Both are gtremely important, yet all Updaes should be donetdeast once a wek.
too often ve invest in stde-of-the-art burglar systems for our
physical space -- and use passws a child could ack to ¥ What types of updates can I get?

protect sensitie, personal documents on our computer

Be sure to set strong Adminisator and User passards. W\
recommend using a combint#on of upper and lover case
letters, rumbers and punctudion. Neer use a wrd that
may be found in ay dictionary, domestic or foreign. Nev
use yur MHC passwrd. Remember tha if you do not have
strong passwrds your systemcan be compromised.

¥ Win2K - Rassword settings can be found for
Windows 2K under the User and Rss
words control panel. Highlight the user
name you want to set a passerd for and
then click the set passwrd button. Enter
the new passwrd for the selected usefio
change the passwrd for the curent user
you must hit control-alt-delete and click
the Set Rssword button.

¥ WinXP - Rassword settings can be found for
Windows XP under the User Accounts
control panel. Chooseour account then
click on Set passoerd. After passwrds
are estélished, yu can @ back to the
first passwrd screen and uncheck Ouser
must enter passwrd,O the userame tha
is highlighted will be automéically signed
in upon booting

Microsoft releases mantypes ofupdaes
that address a broadange of issues.To
make it easier for gu to get the most im
portant updatesNupdates tha help pro
tect your computer and yur informa-
tionNW indows Upddae uses these three
categories:
¥ High priority (NOT optional -
must be done)
Critical updaes, security up
dates, and serice packs tha
should be installed as soon as
they become wailable and be
fore you install any other up-
dates.
¥ Software (optional)
Non-critical fixes for Whdows
programs, such as \vidows
Media Plger and Wndows
Journal Viewer.
¥ Hardware (optional)
Non-critical fixes for divers and
other hardware devices, such as
video cards, sound cards, scan
ners, printers, and cameas.

¥ Can I get updates automatically?

Yes, ifyou turn on automatic updaes in
the @utomatic UpdaesO control panel or
in the OSecurity CenterO onintlows XP
computers. Wndows will check for the
latest high priority updaes for pur
computer and install them according to
your Automatic Updaes settings.

¥ Can I install Windows Updates manu-

ally?

¥ Yes, launch Intenet Explorer go to the

Tools mem, and select Whdows Updaes.
¥ Win2K - Click on the Oscan for up
datesO link on the @b paje.
When it finishes scanning click
the install button to install all
Critical Upddes and Serice
Packs.



¥ WinXP - Click on eitheExpress
Install or Custom Install. If
this is your fir st time to this pge
you will be prompted to den-
load and install the Oupder en
gineO b selecey. Wien it fin-
ishes scanningclick the install
button to install all High Priority
updates.

¥ What's the difference between Express
and Custom install?

¥ Express Install (recommended)
displays all high priority upddes
for your computer so thayou
can install them with one click.
This is the quickst and easiest
way to keep pur computer up to
date.

¥ Custom Install displgs all high
priority and optional updaes for
your computer You review and
select the updges tha you want
to install, one ly one

¥ Does Microsoft Office need to be up-
dated?
¥ Yes, Microsoft releases security upgda
and sewice packs for Microsoft @¢e,
the same as thedo for Windows. You
can click on the Office milyO link on
the Windows Upddae page or you can @
directly to:

http://of ficeupdae.microsoft.com

Visit the Microsoft Security web page for more
information:

http://www.microsoft.com/security/default. mspx

Remember:
Help is always available usingrack-IT!

LITS On-Line Technical Support Service

http://www .mtholyoke.edu/go/trackit/

\/Anti-Virus Software

¥ Install anti-virus software and keep it updated.
¥ Any one ofthe major bands ofanti-virus

software such as McAde Norton, or
Sophos will protect gur PCIF you keep it
updated. At a minimum, you should
check for new dehition updates weekl.
Most anti-virus software can be cond-
ured to do this automécally. Mount Ho
lyoke provides each student with a free
license for McAde

¥ To install and configure McAffee:

¥ Map a netvork drive to \\ambr\distribution
and @ to the anti-virus folder Drag the
folder that contains the gpropriate ver-
sion of McAfee to pur desktop Open the
folder, and click the setup icon in order to
perform the installaion. The deéult in-
stallation will update the virus deinitions
and run a full scan ofyour computer

¥ Updae all virus defnitions by right clicking
on the virus shield icon den by the time
on your taskbar and choosing Oupti&a
now.OYou should set up a schedule for
automatic updates and scans.

¥ Once yu have updded to the laest deiini-
tions it is a @od idea to un a full scan on
your system.You should contirue to un
full scans on a wekly basis.

¥ NOTE: You should ony have ONE anti-virus
program installed on pur computer
Running multiple anti-virus praggrams
will have adrerse efects on pur system.
For example, if you have Norton anti-
virus installed and want to install McAke
instead, yu must uninstall Norton fir st.
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